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In the Specification: 

Please amend paragraphs [0002] - [0007] in the following manner: 

[0002] Computers include general purpose central processing units (CPUs) that are 
designed to execute a specific set of system instructions. A group of processors that have 
similar architecture or design specifications may be considered to be members of the same 
processor family. Examples of current processor families include the Motorola MOTOROLA 
680X0 processor family, manufactured by Motorola MOTOROLA , Inc. of Phoenix, Arizona; 
the Intel INTEL 80X86 processor family, manufactured by Intel INTEL Corporation of 
Sunnyvale, California; and the PowerPC POWERPC processor family, which is 
manufactured by Motorola MOTOROLA , Inc. and used in computers manufactured by Apple 
APPLE Computer, Inc. of Cupertino, California. Although a group of processors may be in 
the same family because of their similar architecture and design considerations, processors 
may vary widely within a family according to their clock speed and other performance 
parameters. 

[0003] Each family of microprocessors executes instructions that are unique to the 
processor family. The collective set of instructions that a processor or family of processors 
can execute is known as the processor's instruction set. As an example, the instruction set 
used by the Intel INTEL 80X86 processor family is incompatible with the instruction set used 
by the PowerPC POWERPC processor family. The Intel INTEL 80X86 instruction set is 
based on the Complex Instruction Set Computer (CISC) format. The Motorola MOTOROLA 
PowerPC POWERPC instruction set is based on the Reduced Instruction Set Computer 
(RISC) format. CISC processors use a large number of instructions, some of which can 
perform rather complicated functions, but which require generally many clock cycles to 
execute. RISC processors use a smaller number of available instructions to perform a simpler 
set of functions that are executed at a much higher rate. 

[0004] The uniqueness of the processor family among computer systems also 
typically results in incompatibility among the other elements of hardware architecture of the 
computer systems. A computer system manufactured with a processor from the Intel INTEL 
80X86 processor family will have a hardware architecture that is different from the hardware 
architecture of a computer system manufactured with a processor from the PowerPC 
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POWERPC processor family. Because of the uniqueness of the processor instruction set and 
a computer system's hardware architecture, application software programs are typically 
written to run on a particular computer system running a particular operating system. 

[0005] A computer manufacturer will want to maximize its market share by having 
more rather than fewer applications run on the microprocessor family associated with the 
computer manufacturer's product line. To expand the number of operating systems and 
application programs that can run on a computer system, a field of technology has developed 
in which a given computer having one type of CPU, called a host, will include an emulator 
program that allows the host computer to emulate the instructions of an unrelated type of 
CPU, called a guest. Thus, the host computer will execute an application that will cause one 
or more host instructions to be called in response to a given guest instruction. Thus, the host 
computer can both run software design for its own hardware architecture and software written 
for computers having an unrelated hardware architecture. As a more specific example, a 
computer system manufactured by Apple APPLE Computer, for example, may run operating 
systems and program written for PC-based computer systems. It may also be possible to use 
an emulator program to operate concurrently on a single CPU multiple incompatible 
operating systems. In this arrangement, although each operating system is incompatible with 
the other, an emulator program can host one of the two operating systems, allowing the 
otherwise incompatible operating systems to run concurrently on the same computer system. 

[0006] When a guest computer system is emulated on a host computer system, the 

guest computer system is said to be a virtual machine, as the host computer system exists 

only as a software representation of the operation of the hardware architecture of the guest 

computer system. The terms emulator and virtual machine are sometimes used 

interchangeably to denote the ability to mimic or emulate the hardware architecture of an 

entire computer system. As an example, the Virtual PC software created by Connectix 

CONNECTIX Corporation of San Mateo, California emulates an entire computer that 

includes an Intel INTEL 80X86 Pentium processor and various motherboard components and 

cards. The operation of these components is emulated in the virtual machine that is being run 

on the host machine. An emulator program executing on the operating system software and 

hardware architecture of the host computer, such as a computer system having a PowerPC 

POWERPC processor, mimics the operation of the entire guest computer system. The 
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emulator program acts as the interchange between the hardware architecture of the host 
machine and the instructions transmitted by the software running within the emulated 
environment. 

[0007] "x86" is the generic name for the series all microprocessor families that use 
the x86 instruction set architecture (ISA). IA32 is specific processor architectures developed 
by Intel that uses the x86 ISA. x86 began with the Intel's INTEL'S 8086 microprocessor. 
x86 processors include but are not limited to Intel's 8086, 286, 386, 486, Pentium 
PENTIUM , Pentium PENTIUM with MMX, Pentium PENTIUM PRO, Pentium PENTIUM 
II, Pentium PENTIUM III, and Pentium PENTIUM 4 processor families, as well as 
Advanced Micro Device's (AMD's) K5, K6, K6-2, K6-3, Athlon ATHLON , Enhanced 
Athlon ATHLON (a.k.a. "thunderbird"), Athlon ATHLON 4, and Athlon ATHLON MP, 
Athlon ATHLON 64, Optoron OPTERON , among others. 

Please amend paragraphs [0022] in the following manner: 

[0022] The inventive subject matter is described with specificity to meet statutory 
requirements. However, the description itself is not intended to limit the scope of this patent 
application . Rather, the inventor has contemplated that the claimed subject matter might also 
be embodied in other ways, to include different steps or combinations of steps similar to the 
ones described in this document, in conjunction with other present or future technologies. 
Moreover, although the term "step" may be used herein to connote different elements of 
methods employed, the term should not be interpreted as implying any particular order 
among or between various steps herein disclosed unless and except when the order of 
individual steps is explicitly described. Finally, while the discussion herein below may at 
times focus on the IA32 architecture and/or the x86 processor family, nowhere is the 
disclosure herein intended to be limited to these subgroups, and any such discussion hereby 
expressly includes all applicable processor architectures to which the various embodiments of 
the present invention may be applied and/or utilized, including but not limited to all x86 
processor architectures and their equivalents, and expressly including the IA32 and IA64 
architectures and their equivalents, extensions, and derivations. 
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PATENT 



Please amend paragraphs [0026] in the following manner: 

[0026] Fig. 1. illustrates a virtualized computing system comprising a virtual 
machine monitor (VMM) software layer 104 running directly above the hardware 102, and 
the VMM 104 virtualizes all the resources of the machine by exposing interfaces that are the 
same as the hardware the VMM is virtualizing (which enables the VMM to go unnoticed by 
operating system layers running above it). Above the VMM 104 are two virtual machine 
(VM) implementations, VM A 108 which is a virtualized Intel INTEL 386 processor, and 
VM B 1 10 which is a virtualized version of one or more of the Motorola MOTOROLA 
680X0 family of processors. Above each VM 108 and 110 are guest operating systems A 
112 and B 1 14 respectively. Above guest OS A 1 12 are running two applications, application 
Al 116 and application A2 118, and above guest OS B 114 is Application Bl 120. 

Please amend paragraphs [0030] in the following manner: 

[0030] Emulation involves the use of either an interpreter or a binary translation 
mechanism, and is also the only feasible choice when implementing a VM on a system where 
the guest and host processors are significantly different. For example, Microsoft Virtual PC 
for Macintosh implements an x86-based VM (emulating an x86 processor architecture) on a 
PowerPC POWER PC -based Macintosh system. Emulation is also necessary for situations 
where the guest and host processors are the same but where the processor provides 
inadequate virtualization support. Certain operating modes of the x86 architecture fall into 
this category. 

Please amend paragraphs [0036] - [0037] in the following manner: 

[0036] Depending on the frequency of trapping instructions and the cost of handling 
a trap, this technique may impose a relatively small but noticeable performance penalty. For 
example, some VMMs developed by IBM and Amdahl AMDAHL performed at 80-98% of 
native speed, thus netting a 2-15% performance loss due to this trapping overhead. 

[0037] An idealized processor intended for virtualization is said to be strictly 

virtualizable — that is, a strictly virtualizable processor allows for the implementation of a 

direct execution virtualization mechanism that meets the following requirements: 
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(a) The VMM must be able to stay "in control" over processor and system 
resources. 

(b) Software running within the VM (whether at user or privileged level) 
should not be able to tell that it is running within a virtual machine. 

To meet these requirements, a strictly virtualizable processor exhibits the following 
properties: 

• Incorporates a memory management unit (MMU) or similar address 
translation mechanism 

• Provides two or more privilege levels 

• Divides all processor state into either privileged state or user state; 
privileged state should include any control or status fields that indicates 
the current privilege level 

• Causes a trap when any access to privileged state (whether read or write) is 
attempted at user level 

• Has the means to optionally cause a trap when user-level code attempts to 
access non-privileged state that should be virtualized (e.g. timer values, 
performance counters, processor feature registers) 

• All in-memory processor structures are either stored outside of the current 
address space or are protectable from errant or malicious memory accesses 
within the VM 

• Any processor state at the time of an interrupt or trap can be restored to its 
pre-trap state after the interrupt or trap is handled 

Several modern processors — including PowerPC POWERPC and DEC Alpha, to name a 
few — meet these requirements. However, IA32 does not — it only meets the first two 
requirements. Thus the IA32 architecture contains many virtualization holes that present a 
number of challenges for a VMM implementation. 
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Please amend paragraphs [0054] in the following manner: 

[0054] Trapping instructions are a mixed blessing. On the one hand, if an instruction 
traps it can be properly virtualized. On the other hand, trapping imposes a very large 
performance overhead. For example, an STI instruction normally requires one cycle to 
execute, but when an STI is executed within a VM environment it causes a trap that is 
handled by the VMM which, on a Pentium PENTIUM 4 processor, often requires more than 
500 cycles to execute. Certain VMs have attempted to mitigate this overhead by tracking 
high-frequency trapping instructions and, where possible, patching them with equivalent non- 
trapping code that preserves the semantics of the original instruction within the virtualized 
environment. This is done through the use of a non-pageable "patch buffer" allocated within 
the guest OS kernel space. 
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